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Neighborhood-assignment using the Topology Editor.
The assignment of neighboring devices is done either in the tabular or the graphical view.
The copper ports of the devices are shown in green, the fiber-optic-ports in orange.
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Fig. 105: PROFINET Topology Editor
A Example: copper port
B fiber optic port
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10.1.10 Online topology detection

The Step 7 software allows an offline/online comparison of the configured and the actually present

topology.
1 Start the "Offline/online comparison” in the Topology Editor using the "Start”-button in the
respective tab.

" T able view Graphic view  Offine/online comparizon

Configured tapalogy [affling] Detected topolagy [anline)

Eilter: ISth all devices ;I | Start I |‘I devices found

Object name | Partner port | Cable data Object name
[~ PN-IO(CPU 315-2 PNIDP)

[=- turck-fgen-107
Port 1 (%1 P1)

Assign Apply E=port.. DOptions. .. |

Cancel | Help

Fig. 106: PROFINET Topology Editor Offline/online comparison
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10.2
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Diagnostics with Step 7

Diagnostic messages in the hardware configuration

The BL20 gateways for PROFINET show gateway diagnostics and channel-specific module diagnos-
tics in the hardware configuration of the Step 7-software.

Furthermore a special help text, which clearly specifies the error, is given for each diagnostic mes-

sage:
@ModuIeInformation-turck-bIEU-e | = | = | 3 |
Path:  |BL20_E_GW_EN\SIMATIC 300{1\CPU 315 Operating mode of the CPU:  <§> RUN
Status: #34 Emor
Network Connection |  Statistics | Identfication |
General 10 Device Diagnostics | Commurication Diagnostics | Interface |
10 cortroller: pnio
Manufacturer's description  Hans Turck GmbH & Co KG Device |D: 164 7001
Hex. Format..
Standard diagnostics:
Channel-specific diagnostics:
Slot Channel ... | Emor
3 1] High limit violated
4 0 Wire break A
Help on selected diagnostic row: Display
/
Help on Channel-specific Diagriostics @ lp
— Diagnostic row:
High limit vidlated 7"
Help:
Cause: Measured value exceeds measuring range/limit value.
Femedy: Tune module - check sensor/actuator. B

Fig. 107: Diagnostics

A channel-specific module
diagnostics
B manufacturer specific help texts
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Application example: BL20-E-GW-EN with PROFINET (S7)

10.2.2

Diagnostic telegram with error code

10 Device Diagnostics in Hexadecimal Format @

10 device vendor and channel-specific diagnostics (hexadecimal):

0000: 0010001C 01 071 00 00 00 00 PO OG0 07 20 00
0010 0 00 80 02 20 00 03 003001 2000 0G0 00 00
0020: 0010001601 01 00 00 0G0 0d 03 0001 80 00
0030: 02 008000000028 050017 0010001C 01 01
0040 000000 0000 04 00 01 20 00 02 00 80 00 00 00
0050 28 06 00 06 00 01 28 05 00 05

Structured Display:

Diagnostics <l»

Diagnostics <2»

- Diagnostics <3>

--Header

--deress

E‘--Diag‘nnstic type: Channel diagnostics
L.UsI: 8000

Channel diagnostics <l1»
ChannelNumber: 0000

ChannelProperties: Z80&

ChannelErrorType: 0006 - Wire break D

[#-Channel diagnostics <Z»

Cloze | Frint... | Help

Fig. 108: Diagnostic message

A slot-no.

B sub slot-no.

C error code

D plaint text diagnostic message
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11 Guidelines for station planning

111  Module arrangement

1111 Random module arrangement
The arrangement of the I/O-modules within a BL20 station can basically be chosen at will.

Nevertheless, it can be useful with some applications to group certain modules together.

NOTE
ﬂ A mixed usage of gateways of the BL20 ECO and the BL20 standard product line and 1/0
modules of both product lines (base modules with tension clamp terminals) is possible

without any problems.

Fig. 109: Example of a station structure with ECO gateway (here for CANopen), ECO and
standard I/O modules

NOTE

ﬂ Next to the gateway, only base modules with tension clamp terminals and ECO-modules
can be used.
Base modules with screw terminals can only be used, if a power supply module (BR or PF)
with screw terminals was set before.

1112 Complete planning

The planning of a BL20 station should be thorough to avoid faults and increase operating reliability.
If there are more than two empty slots next to one another, the communication is interrupted to all

following BL20 modules.
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Guidelines for station planning

The system supply of a BL20 station is provided by a common, external voltage source, independent
of the number of bus refreshing modules used in the station. This prevents the occurrence of poten-
tial equalization currents within the BL20 station.

11.1.3 Maximum system extension

The maximum number of modules connected to the gateway BL20-E-GW-EN depends on the fol-
lowing:

The station extension may not exceed the maximum number of 32 modules.

Die maximum number of 192 communications bytes, which are transferred via the module bus
from the gateway to the modules may not be exceeded.

If the maximum sum of the modules’ nominal current consumptions right to the gateway (max.
sum X |s =400 mA) is reached, a Bus Refreshing module has to be used in order to provide the
module bus voltage.

To the right of the Bus Refreshing module, the sum of the modules’ current consumptions can
amount to 1,5 A. Ensure that a sufficient number of Bus Refreshing and Power Feeding modules
are used if the system is extended to its maximum.

NOTE
ﬂ If the system limits are exceeded, the software I/O-ASSISTANT 3 (FDT/DTM) generates an
error message when the user activates the command "Verify station”.

For the calculation of the maximum system extension, the following table contains an overview
about the modules’ communication bytes and the nominal current consumptions.

Module Communication bytes (on  Nominal current consump-
the module bus) tion at the module bus
BL20-PF-24VDC-D 2 28 mA
BL20-PF-120/230VAC-D 2 25mA
BL20-2DI-24VDC-P 1 28 mA
BL20-2DI-24VDC-N 1 28 mA
BL20-2DI-120/230VAC 1 28 mA
BL20-4DI-24VDC-P 1 29 mA
BL20-4DI-24VDC-N 1 28 mA
BL20-4DI-NAMUR 5 40 mA
BL20-E-8DI-24VDC-P 1 15 mA
BL20-E-16DI-24VDC-P 2 15mA
BL20-E-16DI-24VDC-N P 15 mA
BL20-16DI-24VDC-P 2 45 mA
BL20-32DI-24VDC-P 4 30mA
BL20-1AI-1(0/4...20MA) 3 41 mA
BL20-2Al-1(0/4...20MA) 5 35mA
BL20-1AI-U(-10/0...+10VDC) 3 41 mA
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Module Communication bytes (on  Nominal current consump-
the module bus) tion at the module bus
BL20-2AI-U(-10/0...+10VDC) 5 35mA
BL20-2AI-PT/NI-2/3 5 45 mA
BL20-2AI-THERMO-PI 5 45 mA
BL20-4Al-U/I 9 30mA
BL20-E-8AI-U/I-4AI-PT/NI 9 50 mA
BL20-2D0O-24VDC-0.5A-P 2 32mA
BL20-2D0O-24VDC-0.5A-N 2 32mA
BL20-2DO-24VDC-2A-P 2 33mA
BL20-2D0O-120/230VAC-0.5A 2 35mA
BL20-4DO-24VDC-0.5A-P 2 30mA
BL20-E-8D0O-24VDC-0.5A-P P 15mA
BL20-E-16D0O-24VDC-0.5A-P 2 25mA
BL20-E-16D0O-24VDC-0.5A-P 2 25mA
BL20-16D0O-24VDC-0.5A-P 3 120 mA
BL20-32D0O-24VDC-0.5A-P 5 30 mA
BL20-1AO-1(0/4...20MA) 4 39mA
BL20-2A0-1(0/4...20MA) 7 40 mA
BL20-2A0-U(-10/0...+10VDCQ) 7 43 mA
BL20-E-4A0-U/I 9 50 mA
BL20-2DO-R-NC 1 28 mA
BL20-2DO-R-NO 1 28 mA
BL20-2DO-R-CO 1 28 mA
BL20-E-2CNT/2PWM 9 30 mA
BL20-1RS232 9 140 mA
BL20-1RS485/422 9 60 mA
BL20-1SSI 9 50 mA
BL20-2RFID-x 9 30mA
BL20-E-1SWIRE 9 60 mA
BL20-E-4I0L 9 40 mA
BL20-E-4I0L-10 9 40 mA
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Guidelines for station planning

112

1121

1122

Power supply

Power supply to the gateway

The gateway BL20-E-GW-EN offers an integrated power supply (see also ).

Module bus refreshing (BL20-BR-24VDC-D)

The number of BL20 modules, which can be supplied via the internal module bus by the gateway or
a Bus Refreshing module depends on the modules’ nominal current consumptions at the module
bus.

NOTICE

@ The sum of the nominal current consumptions of the used BL20 modules may not exceed
400 mA.
If a Bus Refreshing module is mounted, the sum of the current consumptions which follow
the Bus Refreshing module must not exceed 1,5 A.

NOTE

ﬂ The Bus Refreshing modules which are used in a station with BL20-E-GW-EC have to be
combined with the base modules BL20-P3T-SBB-B or BL20-P4T-SBBC-B (tension clamp) or
with the base modules BL20-P3S-SBB-B or BL20-P4S-SBBC-B (screw terminals).

With the system supply, it must be ensured that the same ground potential and ground connections
are used. Compensating currents flow via the module bus if different ground potentials or ground
connections are used, which can lead to the destruction of the Bus Refreshing module.

All Bus Refreshing modules are connected to one another via the same ground potential.
The power to the module bus is supplied via the connections 11 and 21 on the base module.

If the power supply from the module bus is not guaranteed, the software I/O-ASSISTANT 3 (FDT/
DTM) generates an error message if the user activates the DTM "Additional functions — Verify sta-
tion”.

11.2.3 Creating potential groups

202

Bus Refreshing and Power Feeding modules can be used to create potential groups. The potential
isolation of potential groups to the left of the respective power distribution modules is provided by
the base modules. Ensure thatthe correct base modules are planned for when using Bus Refreshing
modules.

NOTE
ﬂ The system can be supplied with power independent of the potential group formation.
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When using a digital input module for 120/230 V AG, it should be ensured that a potential group is
created in conjunction with the Power Feeding module BL20-PF-120/230VAC-D.

@ NOTICE
Common potential of 24 VDC and 230 VAC field supply

Destruction of electronic

» Make sure that the 24 VDC and 230 VAC modules belong to separate potential groups.

1124  C-rail (cross connection)

2020/09

The C-rail runs through all base modules. The C-rail of the base modules for power distribution mod-
ules is mechanically separated; thus potentially isolating the adjoining supply groups.

Access to the C-rail is possible with the help of base modules with a Cin their designation (for exam-
ple, BL20-S4T-SBCS). The corresponding connection level is indicated on these modules by a thick
black line. The black line is continuous on all I/O modules. On power distribution modules, the black

line is only above the connection 24. This makes clear that the C-rail is separated from the adjoining
potential group to its left.

Abb. 110: C-rail (front view)

itz

A

;’17 I

Abb. 111: C-rail front (side view)

.

WARNUNG

Incorrect C-rail load of 230V
Possible danger to life due to electric shock

» Ensure that the C-rail is loaded with a maximum of 24 V DC, not 230 V.
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Guidelines for station planning

The C-rail can be used as required by the application, for example, as a protective earth (PE). In this
case, the PE connection of each power distribution module must be connected to the mounting rail
via an additional PE terminal, which is available as an accessory.

The C-rail is not interrupted by the modules of the BL20-ECO-products. It is connected through the
modules’ connection level. But, an access to the C-rail is not possible.

NOTE
ﬂ For information about introducing a BL20 station into a ground reference system, please
read

8 DI
PF 2DOEcpo2DO2DI PF 2DO 2DI 2DO 2Dl

PE

TS
1 . 0
2@
3@
L@ o
5@ 0
6@
7@
8@ o
9@ o
108"
H: +| C-rail (PE) C-rail (PE)
12@ !0
13@ o
SBBC SBC 1;‘: ® SBC SBB $BBC SBC SBBC SBC SBB
16@ ¢

Fig. 112: Using the C-rail as a protective earth

C-rails can be used for a common voltage supply (24 V DC) when relay modules are planned. To
accomplish this, the load voltage is connected to a Power Feeding module with the BL20-P4x-SBBC
base module. All the following relay modules are then supplied with power via the C-rail.

@ NOTICE
Missing potential isolation

Destruction of module electronic

» Ensure that after using the C-rail for the common voltage supply of relay modules an
additional supply module is used for the potential separation to the following modules.
Only then can the C-rail serve as PE again.
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8 DI
PF 2DOgcp 2DO2DI PF NO NC NO NC

PE

TS

1@

2@

1@

i@ o

5@ e

6@

1@

8@

9@ e

8 e s el
1@ o| C-Tail (PE) | Crrail (24 V DC)

2@

3@!e

€BBC  SBC 0 SBC SBB SBBC SBCS SBCS SBCS SBCS

5@ o

5@ o

Fig. 113: Using the C-rail as protective earth and for the power supply with relay modules

Cross-connecting relay module roots is achieved by the use of jumpers. The corresponding wiring
diagram including the jumpers can be found the manuals for BL20 I/0O modules (German: D300716,
English: D300717).

1125 Direct wiring of relay modules

Aswell as the options mentioned above, relay modules can be wired directly. In this case, base mod-
ules without C-rail connections should be chosen to guarantee the potential isolation to the adjoin-
ing modules.

11.3  Protecting the service interface on the gateway

During operation, BL20 label protecting the service interface and the rotary coding switches must
remain in place due to EMC and ESD requirements.

2020/09 205



Guidelines for station planning

114  Plugging and pulling electronics modules

BL20 enables the pulling and plugging of electronics modules without having to disconnect the
field wiring. The BL20 station remains in operation if an electronics module is pulled. The voltage
and current supplies as well as the protective earth connections are not interrupted

il

NOTICE

Pulling or plugging of modules under load

Interruption of module bus communication, undefined states of I1/0s
» Disconnect the station from the voltage supply

> Pull or plug I/0 module

115 Extending an existing station

1]

NOTICE

Station expansion under load

Risk of injury due to electric shock!

» Switch off the power supply.

» Secure the power supply against being switched on again.
» Ensure that the unit is de-energized.n.

11.6  Firmware download

Firmware can be downloaded via the service interface on the gateway using the software tool I/
OASSISTANT. More information is available in the program’s online help.

B

NOTICE

Firmware download under load

Damage of the firmware

» Disconnect the station from the modules bus before the download.
» Disconnect the field side.
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12 Guidelines for Electrical Installation

121  General notes

1211 General

Cables should be grouped together, for example: signal cables, data cables, heavy current cables,
power supply cables.

Heavy current cables and signal or data cables should always be routed in separate cable ducts or
bundles. Signal and data cables must always be routed as close as possible to ground potential sur-
faces (for example support bars, cabinet sides etc.).

1212 Cable routing

Correct cable routing prevents or suppresses the reciprocal influencing of parallel routed cables.
Cable routing inside and outside of cabinets

To ensure EMC-compatible cable routing, the cables should be grouped as follows:
Various types of cables within the groups can be routed together in bundles or in cable ducts.
Group 1:
shielded bus and data cables
shielded analog cables
unshielded cables for DC voltage <60V
unshielded cables for AC voltage <25V
Group 2:

unshielded cables for DC voltage > 60 V
and <400V

unshielded cables for DC voltage > 25V
and <400V

Group 3:

unshielded cables for DC and AC voltages
>400V

The following group combination can be routed only in separate bundles or separate cable ducts
(no minimum distance apart):

Group 1/Group 2
The group combinations:
Group 1/Group 3 and Group 2/Group 3

must be routed in separate cable ducts with a minimum distance of 10 cm apart. This is equally valid
for inside buildings as well as for inside and outside of switchgear cabinets.
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Guidelines for Electrical Installation

Cable routing outside buildings

Outside of buildings, cables should be routed in closed (where possible), cage-type cable ducts
made of metal. The cable duct joints must be electrically connected and the cable ducts must be
earthed.

WARNING

Insufficient lightning protection measures

Risk of death due to lightning strike

» When installing cables outside buildings, observe all applicable guidelines for internal
and external lightning protection and all earthing regulations.

12.1.3 Lightning protection
The cables must be routed in double-grounded metal piping or in reinforced concrete cable ducts.

Signal cables must be protected against overvoltage by varistors or inert-gas filled overvoltage
arrestors. Varistors and overvoltage arrestors must be installed at the point where the cables enter
the building.

12.1.4 Transmission media
For a communication via Ethernet, different transmission media can be used:

coaxial cable
10Base2 (thin coax),
10Base5 (thick coax, yellow cable)

optical fiber (10BaseF)
twisted two-wire cable (10BaseT) with shielding (STP) or without shielding (UTP)

NOTE
ﬂ Turck offers a variety of cable types for fieldbus lines as premoulded or bulk cables with
different connectors.

The ordering information on the available cable types can be taken from the BL20-catalog.

12.2  Potential relationships

1221 General

The potential relationship of a Ethernet system realized with BL20 modules is characterized by the
following:

The system supply of gateway and I/O-modules as well as the field supply are realized via one
power feed at the gateway.

All BL20 modules (gateway, Power Feeding and I/O-modules), are connected capacitively via
base modules to the mounting rails.

208 Hans Turck GmbH & Co. KG | T +49 208 4952-0 | F +49 208 4952-264 | more@turck.com | www.turck.com



The block diagram shows the arrangement of a typical BL20 station with Ethernet gateway.
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Fig. 114: Block diagram of a BL20 station with BL20-E-GW-EN

12.3  Electromagnetic compatibility (EMC

BL20 products comply in full with the requirements pertaining to EMC regulations. Nevertheless, an
EMC plan should be made before installation.

Hereby, all potential electromechanical sources of interference should be considered such as gal-
vanic, inductive and capacitive couplings as well as radiation couplings.

123.1 Ensuring electromagnetic compatibility
The EMC of BL20 modaules is guaranteed when the following basic rules are adhered to:
Correct and large surface grounding of inactive metal components.
Correct shielding of cables and devices.
Proper cable routing — correct wiring.
Creation of a standard reference potential and grounding of all electrically operated devices.

Special EMC measures for special applications.

12.3.2  Grounding of inactive metal components

All inactive metal components (for example: switchgear cabinets, switchgear cabinet doors, sup-
porting bars, mounting plates, tophat rails, etc.) must be connected to one another over a large sur-
face area and with a low impedance (grounding). This guarantees a standardized reference poten-
tial area for all control elements and reduces the influence of coupled disturbances.

In the areas of screw connections, the painted, anodized or isolated metal components must be
freed of the isolating layer. Protect the points of contact against rust.

Connect all free moving groundable components (cabinet doors, separate mounting plates, etc.)
by using short bonding straps to large surface areas.
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Guidelines for Electrical Installation

Avoid the use of aluminum components, as its quick oxidizing properties make it unsuitable for
grounding.

WARNING

Grounding of inactive metal components
Danger to life due to dangerous contact voltage
» Connect earth to the protective conductor

12.3.3 PE connection

A central connection must be established between ground and PE connection (protective earth).

1234 Earth-free operation

Observe all relevant safety regulations when operating an earth-free system.PE connection

1235 Mounting rails

All mounting rails must be mounted onto the mounting plate with a low impedance, over a large
surface area, and must be correctly earthed. Use corrosion-resistant mounting rails

= 200 mm/7.87 inch

. < Bi
N\ N\
C
x x x x
A D
\ \
\ \
N\ N\

Abb. 115: Mounting options
A TS35
B mounting rail
€ mounting plate
DTS 35

Mount the mounting rails over a large surface area and with a low impedance to the support system
using screws or rivets.
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Remove the isolating layer from all painted, anodized or isolated metal components at the connec-
tion point. Protect the connection point against corrosion (for example with grease; caution: use
only suitable grease).

12.3.6  Shielding of cables

Shielding is used to prevent interference from voltages and the radiation of interference fields by
cables. Therefore, use only shielded cables with shielding braids made from good conducting mate-
rials (copper or aluminum) with a minimum degree of coverage of 80%.

The cable shield should always be connected to both sides of the respective reference potential (if
no exception is made, for example, such as high-resistant, symmetrical, analog signal cables). Only
then can the cable shield attain the best results possible against electrical and magnetic fields.

A one-sided shield connection merely achieves an isolation against electrical fields.

NOTE
When installing, please pay attention to the following...

the shield should be connected immediately when entering the system,
the shield connection to the shield rail should be of low impedance,
the stripped cable-ends are to be kept as short as possible,

the cable shield is not to be used as potential compensation.

The insulation of the shielded data-cable should be stripped and connected to the shield rail when
the system is used in stationary operation The connection and securing of the shield should be
made using metal shield clamps. The shield clamps must enclose the shielding braid and in so doing
create a large surface contact area. The shield rail must have a low impedance (for example, fixing
points of 10 to 20 cm apart) and be connected to a reference potential area.

The cable shield should not be severed, but routed further within the system (for example, to the
switchgear cabinet), right up to the interface connection.

NOTE

ﬂ Should it not be possible to ground the shield on both sides due to switching arrange-
ments or device specific reasons, then it is possible to route the second cable shield side
to the local reference potential via a capacitor (short connection distances). If necessary, a
varistor or resistor can be connected parallel to the capacitor, to prevent disruptive dis-
charges when interference pulses occur.

A further possibility is a double-shielded cable (galvanically separated), whereby the
innermost shield is connected on one side and the outermost shield is connected on both
sides.
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12.3.7 Potential compensation
Potential differences can occur between installation components that are in separate areas if these
are fed by different supplies,
have double-sided conductor shields which are grounded on different installation components.
A potential-compensation cable must be routed to the potential compensation.
A potential compensation cable must have the following characteristics:

Low impedance. In the case of compensation cables that are routed on both sides, the compen-
sation lineimpedance must be considerably smaller than that of the shield connection (max. 10%
of shield connection impedance).

Should the length of the compensation cable be less than 200 m, then its cross-section must be
at least 16 mm? /0.025 inch?. If the cable length is greater than 200 m, then a cross-section of at
least 25 mm?/0.039 inch? is required.

The compensation cable must be made of copper or zinc coated steel.

The compensation cable must be connected to the protective conductor over a large surface
area and must be protected against corrosion.

Compensation cables and data cables should be routed as close together as possible, meaning
the enclosed area should be kept as small as possible.

12.3.8 Switching inductive loads

In the case of inductive loads, a protective circuit on the load is recommended.

1239 Protection against Electrostatic Discharge (ESD)

@ NOTICE
Exposed metal contacts

Material damage due to electrostatic discharge
» Avoid to touch the metallic contacts with bare hands
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13 BL20-Approvals for Zone 2/Division 2

NOTE
ﬂ The Zone 2 - approval certificates for BL20 can be found in a separate manual for approvals
D301255 under www.turck.de.
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http://pdb.turck.de/media/_en/Anlagen/d301255.pdf
http://www.turck.de/en
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14.1
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Changing the IP address in Windows
The IP address is changed in the Control Panel:

in Windows 7 under "Network and Sharing Center”.

Changing the IP address of a PC/network interface card

G

* » Control Panel » Network and Intemet » Network and Sharing Center B E

h Control Panel

Contrel Panel Home

o8] ® |
Change adapter settings @'\J' & » Control Panel » Network and Internet » Metwerk Connections b Con P
Change advanced sharing =
settings \ Organize *  Disablethis network device  Diagnese this connection  Rename this connection 2 m @
| Bl mdustusiniet OfficeNet
B Unidentified network T turckinfo
@ Intel(R) PRO/L000 MT Network C... G Intel(R) PRO/1000 MT Network C...
[ IndustrialNet Status El)
0 IndustrislNet Properties L .
Internet Protocol Version 4 (TCP/IPv4) Properties [ =
Networldng | Sh
Connection = General
Connedt using
You can get IP settings assigned automatically if your netwark supparts
& Intel(R) PRO/1000 MT Network Connection #2 this capability. Otherwise, you need to ask your netwark administrator
1 for the appropriate IP settings.
Configure...
This connection uses the following tems © Obtain an IP address automatically
W T T————— @ Use the following TP address:
e
[ ml QoS Packet Scheduler 1P address: 192,168 . 1 . 211
[ J@4File and Printer Sharing for Microsaft Networks
" Subnet mask: 255.255.255. 0
-+ Intemet Protocol Version 4 (TCP/IPv4) Default gateway:
See also trk-tayer TFopotogy Brscovery Mapper e-Erver
[ - Link-Layer Topolagy Discovery Respander Obtain DNS server address automatically
HomeGroup
@ Use the following DNS server addresses:
Internet Options ] T ]
Install... Uninstal .
Windows Firewall . o Preferred DNS server:
lescription
Alternate DNS server:
Bronefies Transmission Control Protocol/Intemet Protocol. The dfauit
wide area network protocal that provides communication
across diverse interconnected networks [Elvaldate settings upon exit

Fig. 116: Changing the IP address in Windows 7
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1412 Changing the IP address via I/O-ASSISTANT V3

The Busaddress Management DTM in the software I/O-ASSISTANT (access via: "Additional functions
— Busaddress Management”) offers the possibility to browse the whole Ethernet network for con-
nected nodes and to change their IP address as well as the subnet mask according to the application
(seealso).

Further information about this issue can be found under Addressing via I/O-ASSISTANT 3 (FDT/
DTM) (page 26).

B 0. PW3 - PACTware
Edit

File Wiews  Project  Device  Extras  Window  Help

boje3es aomag E

Conneck

Disconneck

Load from device

Store bo device

Parameter
Measured value
Simulation

Diagnostics

0

Display channels

Channels 3
Up-/Download-Manager

Print

Additional functions 3

Add device

Delete device

Properties <TCP{IP=EL Service Ethernet

Compare offline
Compare online
Set value

Scan list

Identification

About,,

Busaddress management

are

< |
[ [ [T o0 PE | administrat| M Write device data to file

Fig. 117: Busaddress Management

Browser
HIMA Export

Accessory

Preset DTM TAG (addressitag)

DTM maintenance

14.2  Deactivating/adapting the firewall in Windows

When using the Windows Firewall, problems may occur while changing IP addresses
via the I/O-ASSISTANT. In this case, you can deactivate the system integrated Windows firewall com-
pletely or adapt it to your application.
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= Deactivating the Windows firewall

Open the "Windows Firewall” dialog in the control panel of your PC and
deactivate it as follows:

)| & « System and Security b Windows Firewall

Control Panel Home @
Help protect your computer with Windows Firewall

Allow  program or feature

Windows Firewall can help prevent hackers or malicious software from gaining
through Windows Firewall b th Loterct o .

access to your compy

) Change notification settings How does a firewall h

@) Turm Windows Firewall on or What are network loc
off

@) Restore defaults . @ Domain

) Advanced settings

Search Control Panel

Customize settings for each type of network

Networks at a workp| ) .
Troubleshoot my network You can modify the firewall settings for each type of network location that you use.
Windows Firewall st What are network locations?
Incoming connectic Domain network location settings

(@ © Turn on Windows Firewsall
[7] Black all incoming connections, including those in the list of allowed programs

Active domain netw Notify me when Windows Firewall blocks a new program

Metification state: r@ Turn off Windows Firewall (not recommended)

Home or work (private] network location settings

l @ Home o @ O Tom on Windows Firewell

7] Block all incoming connections, including those in the list of allowed programs

l @ Publicn Notify me when Windows Firewall blacks a new program
(@ @ Turn off Windows Firewall (not recommended)
Networks in public g
Public network Iocation settings
See alsa Windows Firewall st: ('@ Turn on Windows Firewall
Action Center

Incoming connectiol [7] Black all incoming connections, including those in the list of allowed programs

Netwerk and Sharing Center Notify me when Windows Firewall blocks 2 new program

l@ @ Turn off Windows Firewall (not recommended)

G

Fig. 118: Deactivating the Firewall in Windows 7

= Adapting the Windows firewall
The firewall remains active, the option “Don't allow exceptions” it deactivated:
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e |

- . ﬂ« System and Security » Windows Firewall - Search Control Panel 2

Control Panel Home

Help protect your computer with Windows Firewall

Allow a program or feature
through Windows Firewall

@' Change notificatis
@' Turn Windows Firewall 0w

Add 2 Program —— |

Select the program you want to add, or dick Browse to find one thatis not

Ko\ ) B << Windows Firewall » Allowe

off listed, and then dick OK.
@ Restore defaults Allow programs to communicai
. To add, change, or remove allowed progr Erograms:
@ e i X X b Create a System Repair Disc -
Troubleshoot my network What are the risks of allowing a program & Internet Explorer
@Inhernet Explorer (64-bit)
Allowed programs and features: ‘ Micrasoft Security Essentials |
Name | | & Microsoft Silverlight 1
d .HomeGro.up T ) Windows DVD Maker
DJi5CSl Service (=8 Windows Fax and Scan
[0 Key Management Service =P windows Live Mai
[ Media Center Extenders @ Windows Live Mesh
[ Metlegon Service i f_’gWindows Live Messenger i
P
Metwork Discovery o -
PACTwared 1 | Path: C:\Program Files (x88)\PACTware Consortium
[ Performance Logs and Alerts | What are the risks of unblocking a program?
v
Remote Assistance /| fou can choose which network location types to add this program to.
[0 Remote Desktop I
[0 Remote Desktop - RemoteFX L i Add i Cancel
See also [ Remote Event Log Management

Action Center Details... \

Metwork and Sharing Center

‘I Allow another program... I‘

. ———

G

Adapting the Firewall in Windows 7
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Addressing via DHCP

In this application example, the IP address is set via DHCP using the software tool "BootP/DHCP-
Server” version 2.3.2.0 from Rockwell Automation.

Y3 BOOTP/DHCP Server 2.3 o [
Fil=  Tools Help

— Request Histor
Clear Histom | Add o Belation List

hr:mir:sec] | Type | Ethernet Address [MAL) | IP &ddress | Hosthame

About BODTP,/DHCP Server x|

BOOTP/DHCP Server Version 23.2.0

Copyright © 2003 R ockwell Autormation |ne.

r Relation List

New | Delete | En

Ethemmet Address [MACT [ Tipe [ IF Addiess [ Hostname [ Descnplion

Gtatu Eniri
IV | IVD of 256 |

Fig. 119: BootP-Server from Rockwell Automation

Addresses in the range from 1 to 254 can be allocated. The addresses 0 and 255 are reserved for
broadcast messages in the subnet.

NOTE

ﬂ The rotary coding switches on the gateway must be set to “300” = BootP, "400” = DHCP or
"600” = PGM-DHCP in order to enable the BootP/DHCP-Mode.
(see also , section ).

After having been connected to the network, the BL20 sends DHCP requests to the server using its
MAC-ID.

5 BODTP,/DHCP Server 2.3 : I [ 55
File Tools Help

— Reguest Histor

Add to B elation List |

jnsecl | Tupe | Ethernet &ddress (MAC) [ IF Address | Hostrame
151308 DHCF _ D0.0745FF6015 |

i~ Relation List

New || Delete || Enchiz BOOTR | Ensbl=BHER || Dissble EOOTR/BHEF |

Ethemnet Address [MAC] I Type | |P Address | Hostname | Description

Statu Entries
(Unable to service DHCP request fom 00:07.46:FF:E0:15. | [U of 256

Fig. 120: DHCP-request of the device
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A double click on the request-entry opens the "New Entry” dialog box in which an IP address can be
assigned to the s MAC-ID.

B BOOTP,/DHCP Server 2.3

— 3] x|
Eile Tools Help

— Fequest History

Clear History | Add to Relation List

hr:mircsec] | Type | Ethemet Address [MAC) | IP Address | Hosthame |
16:13:54 DHCP 0007 46:FF:B015

16:13:22 DHCP A7 4F FF-RMT15

15:13:06 (KB New Entry x|

Ethemet Addiess MACE [00:07:46:FF:60:15
IPAddess: | 192 . 168 . 1 . 50 |

- Relation List Hostname: I
New [ Delste | Enzk Descriptio: I
Ethemet Address MAC] _
0K Cancel |
Gtatu Eniri
[Unahla to service DHCP request from 00:07:46:FF:60:15 | |VD of 256 |

Fig. 121: Setting the IP address via DHCP

The BootP/DHCP-Server sends the IP Address via BootP/DHCP to the device and, after a few sec-
onds, the stations answers with its new IP address when having stored it.

5 BOOTP/DHCP Server 2.3

= i
File Tools Help
— Reguest Histor

Clear History I Add ta Relation List

| Hosthame:

15:15:05 DHCP 00:07:46:FF:E0:15
161354 DHCP  00:07:4E:FF.E0:15
161322 DHCP  00:07:4E:FF.E0:15
151206 DHCP 00:07:4E:FF.E0:15

i~ Relation List

New || Delete || Enchiz BOOTR | Ensbl=BHER || Dissble EOOTR/BHEF |

Ethemnet Address [MAC] I Type | |P Address | Hostname | Description
00:07:46:FF:E0:15 DHCP 192768150
Statu Entries
’75ent 192.168.1.50 to Ethemnet addiess 00:07:46:FF:E0:15 | [1 of 256

Fig. 122: Set IP address

The device looses it's IP-address in case of a power-reset, if the BootP/DHCP-server is shut down.
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Identifiers of BL20-modules

Each module is identified by the gateway using a unique identifier.

Module Identifier
Digital input modules
BL20-2DI-24VDC-P 0x210020xx
BL20-2DI-24VDC-N 0x220020xx
BL20-2DI-120/230VAC 0x230020xx
BL20-4DI-24VDC-P 0x410030xx
BL20-4DI-24VDC-N 0x420030xx
BL20-4DI-NAMUR 0x015640xx
BL20-E-8DI-24VDC-P 0x610040xx
BL20-16DI-24VDC-P 0x810050xx
BL20-E-16DI-24VDC-P 0x820050xx
BL20-E-16DI-24VDC-N 0x830050xx
BL20-32DI-24VDC-P 0xA10070xx
Analog input modules
BL20-1AI-1(0/4...20MA) 0x012350xx
BL20-2AI-1(0/4...20MA) 0x225570xx
BL20-1AI-U(-10/0...+10VDC) 0x011350xx
BL20-2AI-U(-10/0...+10VDC) 0x235570xx
BL20-2AI-PT/NI-2/3 0x215770xx
BL20-2AI-THERMO-PI 0x215570xx
BL20-2AIH-I 0x2179C0xx
BL20-4Al-U/I 0x417790xx
BL20-E-4AI-TC 0x427790xx
BL20-E-8AI-U/I-4AI-PT/NI 0x6199B0xx
Digital output modules
BL20-2D0O-24VDC-0,5A-P 0x212002xx
BL20-2D0O-24VDC-0,5A-N 0x222002xx
BL20-2D0O-24VDC-2A-P 0x232002xx
BL20-2D0O-120/230VAC-0.5A 0x250002xx
BL20-4D0O-24VDC-0,5A-P 0x013003xx
BL20-E-8D0O-24VDC-0.5A-P 0x610004xx
BL20-16D0O-24VDC-0,5A-P 0x413005xx
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Module Identifier
BL20-E-16D0O-24VDC-0.5A-P 0x820005xx
BL20-E-16D0O-24VDC-0.5A-N 0x8300005xx
BL20-32D0O-24VDC-0,5A-P 0x614007xx

Analog output modules
BL20-1AO-1(0/4...20MA) 0x010605xx
BL20-2A0-1(0/4...20MA) 0x220807xx
BL20-2A0-U(-10/0...+10VDC) 0x210807xx
BL20-2A0-H 0x217AB7xx
BL20-E-4A0-U/I 0x417A09xx

Relay modules
BL20-2DO-R-NC 0x230002xx
BL20-2DO-R-NO 0x220002xx
BL20-2DO-R-CO 0x210002xx

Technology modules
BL20-1RS232 0x014799xx
BL20-1RS485/422 0x024799xx
BL20-1SSI 0x044799xx
BL20-E-1SWIRE 0x169C99xx
BL20-E-2CNT-2PWM 0x017BCCxx
BL20-2RFID-A 0x017977xx
BL20-2RFID-S 0x2179CCxx
BL20-E-4I0L 0x409BBBxx
BL20-E-4I0L-10 0x409DDDxx

Power distribution modules

BL20-BR-24VDC-D 0x013000xx
BL20-BR-24VDC-RED 0x440030xx
BL20-PF-24VDC-D 0x023000xx
BL20-PF-120/230VAC-D 0x053000xx
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